A key issue for smart home systems is supporting non-expert users in their management. Whereas feedback design on use cases (such as energy feedback) have gained attention, current approaches to providing awareness on the system state typically provide a rather technical view. Long-term investigations of the practices and resources needed for maintaining Do-It-Yourself smart home systems, are particularly scarce. We report on a design case study in which we equipped 12 households with DIY smart home systems for two years and studied participants' strategies for maintaining system awareness, from learning about its workings to monitoring its behavior. We find that people's needs regarding system accountability changed over time. Their privacy needs were also affected over the same period. We found that participants initially looked for in-depth awareness information from the dedicated web-based dashboard. In the later phases of appropriation, however, their interaction and information needs shifted towards management by exception on mobile or ambient displays -only focusing on the system when things were 'going wrong'. In terms of system accountability, we find that a system's self-declaration should focus on being socially meaningful rather than technically complete, for instance by relating itself to people's activities and the home routines.
 We report on and analyze perceived user needs for system awareness in DIY smart homes by examining the use cases pursued by participants and their respective information requirements.
 We identify event data structures and aggregations that participants relied on when trying to find information that could improve their smart home awareness and we demonstrate their potential application in smart home awareness interfaces.
 We examine an observed shift in information seeking practices towards "management by exception" in the later phases of smart home use and discuss opportunities for supporting this gradual shift through adaptive visualizations and interfaces. Our findings can inform the design of DIY smart home systems to support both novice and experienced nonprogramming users in maintaining their smart homes. We conclude that this should involve the use of awareness mechanisms that consider how the relationship between users and their home technology evolves over time.
BACKGROUND: MAKING THE HOME "SMART"
The first "wired homes" [26] were built by hobbyists during the 1980s and were highly customized and almost impossible to reproduce. The ongoing trend of ubiquitous computing brought about a miniaturization of sensors and an increased energy-efficiency in wireless communication protocols and hardware. This, in turn, led to a new generation of commercially available smart home products. Low-power wireless protocols now enable these products to reach the most remote places in the home, often at some distance from power supplies, thus providing greater flexibility in the positioning of components. Some products clearly serve a single use case (e.g., IP cameras, light bulbs). Others (e.g., openHAB) adopt a platform approach. Such platforms allow the inclusion of a multitude of sensors, actuators and applications and sometimes support several protocols, thus enabling greater flexibility and interoperability. These smart home hubs can be tailored by their users according to their individual demands. The vast majority of advertised use cases, however, focus on certain key areas such as security, comfort, and energy saving [64] .
Modern smart home systems fall into two basic categories: First there are professionally-installed and managed solutions. These dominated the market in the early days and typically featured wired connections between flush-mounted sensors and actuators (e.g., using the KNX protocol). Although wired systems benefit from greater stability and high bandwidth and are well integrated into the home, such systems call for higher investment and changes in the home infrastructure both at the point of installation and subsequently when users want to change the hardware configuration.
With the development of more energy-efficient wireless communication solutions, surface-mounted Do-ItYourself hubs and sensors have entered the market (e.g., Samsung SmartThings, Wink Hub). They offer more flexibility when installing, (re-)configuring and extending the smart home and are especially designed to be maintained directly by users. As a result, both the opportunity, but also the burden of configuring the smart home has fallen to the user.
Understanding Everyday Life in Smart Homes
Home automation technology has been studied for well over a decade. For example, Zhang et al. [102] have investigated how to add context awareness to smart home technology. Similarly, security and privacy research has recognized the smart home as a relevant domain [5, 19, 54, 91] . Several studies have focused on access control in smart homes [53, 59, 92] . Early work in this area was particularly focused on the technical feasibility of home automation and only relatively recently has attention to the relationship between technical and social aspects become more paramount [3] .
A key part of the smart home vision is the notion of embedded technology. The associated challenges have been studied at a general level by multiple researchers, though few have tackled it specifically in relation to smart homes. Kranz et al. [55] , for instance, highlight the tension between wanting embedded systems to blend in with their surroundings and the evident need for some human interaction with the system. For smart home systems, in an echo of Mark Weiser's original vision of ubiquitous computing [96] , Davidoff et al. found that, rather than demanding control and information from users, the system should unobtrusively support them in their lives [23] . While we agree with this general point, we will show that the actual degree to which this is true varies over time.
Studies researching actual interaction with smart home technology "in the wild" are still limited in number and scope [61] . However, one challenge that has been commonly identified is controlling and managing the smart home. Randall et al. [72] , provided an early ethnographic account of using and living with smart home technology where they found that control in the smart home was not merely a technological, but also a social matter in multi-person households. Jakobi et al. [46] studied the issues faced by users in a living lab when adopting smart home technology. Along four phases of appropriation, they identified challenges regarding information for making purchasing decisions, configuring the smart home to individual demands, designing information for evolving demands, and extending the system. Brush et al. [13] found that manageability and unreliable behavior were major concerns for smart home users. A particular problem has proven to be enabling non-programmers to successfully control and manage what amounts to a complex cyber-physical system. This remains one of the key challenges confronting the successful adoption of smart home technology.
Designing Feedback for Configuration, Context Awareness and System Awareness in the Home
The design of user interfaces that provide feedback from embedded consumer technology, including smart home technology, can roughly be divided into three main strands of concern: supporting users to configure a systems' behavior for individual use cases; feedback mechanisms as a means of gaining useful information about specific use cases; and informing users about the status and performance of the system itself.
Enabling non-programmers to adapt software to their needs is a core concern in end-user development (EUD) research [25, 48] . EUD particularly aims to support users engaged in system (re-)configuration [29] . This is increasingly important as systems become more complex and interconnected [82] . Thus, the design of tools supporting system configuration constitutes a large part of the smart home EUD research [61] . Both configuration and individualization are known to be major success factors for smart homes [3] . Existing systems for configuration often use rule-based approaches, such as action trigger programming mechanisms, to implement automation and reactions to sensor states [25, 26] . A recent study by Brich et al. [12] suggests that process-oriented approaches may also be fruitful in supporting non-programming users in smart home configuration.
Providing feedback based on data sensed by ubiquitous computing technology is a commonly used mechanism across numerous different fields of research. For example, there are user-centered feedback design studies for life-logging [32] and self-tracking of physical activities [87] where the goal has been to try and design and structure sensed data that is meaningful for the user. For the specific design of feedback technologies in the home, there is also plenty of research covering different areas, such as the consumption of electricity [1, 37, 79] or water [33, 50, 85] and ambient assisted living [18, 43] . Here, EUD can provide a means of adapting dashboards and visualizations to individual needs by equipping end-users with ways of modifying views on information without requiring programming skills. Whilst the above research focuses on harnessing and processing data to inform users when dealing with the case at hand, users are also face the task of controlling, maintaining, and potentially debugging systems. Research suggests that for these kinds of tasks, different information and modes of presentations are demanded. There is a difference in perspective regarding how to use the information provided. In contrast to Eco-Feedback, for instance, which seeks to support a households' energy consumption practices using sensors (and which could constitute or be a part of a smart home system), designing for the maintenance of complex systems requires the support of system awareness and intelligibility by making their health and performance accountable. Design addressed to a specific use case in what might be a smart home is conceptually different to supporting smart home system awareness, which addresses the administrative level of the system. So, in the case of energy-feedback, this might mean checking whether all the plugs are in working condition and that relevant rules for switching have been triggered correctly. Design for this kind of system awareness, however, has received less research attention to date [9] , although prior work does highlight the importance of supporting the accountability of data in context-aware systems [7, 63] . Castelli et al. [16] , for instance, have conducted a living lab study regarding information demands in the smart home and have found that the option to individualize visualizations was used frequently, to serve the purposes of both regular monitoring and shortterm situational requirements for specific kinds of information.
A third major research topic in this area, aside from providing feedback and facilitating configuration, is making system behavior transparent so that users can explore a system's potential [41] and reason about its behavior effectively, thus facilitating its acceptance [58] . Research on system awareness typically does not target specific use cases directly, but rather seeks to provide meaningful support for understanding what the system is doing, what it is capable of, and potential anomalies. Frequently, this can also serve as a resource for maintenance and troubleshooting in case of breakdowns. Intelligibility [7, 58] , in this respect, calls for providing ways of understanding current and past system states, e.g., to debug potentially flawed configurations or check the system's current and past performance.
As smart home systems are among the first distributed cyber-physical systems to be managed by amateurs, there is a particular need to provide support for management of the system without any particular technical expertise. In relation to this, Woo and Lim [97] found that their participants had trouble understanding their smart home system structure. They therefore suggested providing ambient feedback regarding what rules were currently being applied to system components via the hardware itself. Looking at wired non-DIY smart homes, Mennicken et al. [63] found a calendar metaphor useful for visualizing sensor states and triggering rules in households where some familiarity with a smart home had already been achieved. It remains the case, however, that designing for system awareness in the domain of DIY smart homes is under-investigated with regards to (1) the instances in which system awareness matters to users and the kind of information they need; (2) how to support users in verifying system status, exercising the practices associated with awareness and disambiguating potentially complex feedback such as log data; and (3) the evolution of both users' expertise and interaction with smart home systems for maintaining system awareness over time, especially with regard to making systems more manageable, as well as facilitating management of data disclosure (i.e. privacy) in increasingly externally-addressable (i.e. IoT-based) environments.
So far, little research has focused on user behavior with respect to tracking and monitoring [66] . Epstein et al. [31] identify a variety of behaviors that inform self-tracking. Although this work was focused on people who actively self-track, it captures the range of motivations, reasons and review procedures that such users adopt. Epstein et al. also examined the various reasons why self-tracking behavior lapses, noting, for instance, forgetfulness, difficulty in managing upkeep and deliberate suspension. They recommended that design should incorporate features that encourage the avoidance of inertia, that support a variety of goals and that support resumption after a lapse. Van Kasteren et al [37] point to sensor technology that could automatically track user activity, using probabilistic models. However, as this is predicated on data collected via Bluetooth headsets and, moreover, based on activities taking place in a single person household, such data can inform about behavior but not about the reasons for it. In line with Tolmie et al. [89] , we argue that understanding the reasoning that informs behavior is important. To uncover users' requirements regarding smart home system awareness, we accompanied households in their struggle to set up and configure their smart homes (as well as their lives) in the way the wanted them by using DIY smart home technology. This covered both early and later phases of use. Our goal was to provide an account of what information users sought to obtain and how they maintained system awareness throughout the different phases of their experience of living in a smart home.
METHOD
In our study, we followed a design case study approach to inform the design of our smart home interfaces, as proposed by Rohde et al. [74] and Wulf et al. [99, 100] . This approach advocates a long-term view of the investigation-design-appropriation cycle. In our application of this particular approach, our broad interest was in the appropriation [15] of smart home technology. However, one particular analytical lens was focused on investigating the resources and means participants require when monitoring their smart home system and how they maintain awareness of it in real-life contexts. This is the theme that we have specifically sought to examine in this paper. Overall, we used a living lab approach to understand users and their contexts and to investigate how they used smart home systems in real-life environments [34, 36, 57, 65] . Living Labs allow different stakeholders from research and design to be brought together with users and technology in an open-ended design process in a real-world context [36] . Such frameworks are especially well-suited to the support of longterm cooperation, co-design and collaborative exploration among researchers, users and other stakeholders. The advantages of the Living Lab approach lie in its flexibility, how it provides creative spaces for the discussion of new concepts and how it supports long-term observational studies and, where necessary, lab-based interventions that are designed to assess the long-term appropriation of new IT-artefacts [65] .
Setting up the Living Lab
This research was embedded in the context of a larger living lab research project. We ran our living lab with 12 households (29 participants) over a period of 26 months. We started recruiting interested households via local press and radio stations in early 2015. Applicants signed up via a website, which allowed us to gain some basic information regarding their living conditions, technological equipment, and expertise.
In a thorough selection process involving over 100 interested households, participants were chosen so as to constitute a diverse sample stratified in terms of age, gender, household size, rented or owned homes, houses or apartments, rural or urban residential areas and tech-savviness, as well as educational level. Additionally, households had to have an internet connection with a minimum speed of 2MBit/s and a smartphone.
The final sample of 12 households (Table 1 ) with 29 participants consisted of two single-person households, five multi-person households without children and five multi-person households with children. Three households lived in rental apartments, while nine owned their homes. The participants' age was between 27 and 61 years. For participation, we offered no compensation, except being able to use the provided hardware and software. Motivation varied, ranging across dissatisfaction with existing smart home systems and technological interest, to curiosity about being part of a research study. Almost all (i.e., 10) of the households did not currently have a smart home system installed. In order to include more experienced users, however, two households were recruited that already had a smart home system in operation and three others reported having experience with networked energy monitoring devices. These systems were either DIY Zigbee-or ZWave-based multi-component systems, similar to our system, but incompatible.
Two 2-hour workshops were conducted at our university, subsequent interviews (45-90 minutes) were recorded during on-site home visits. Although we always invited all members of each household to participate, on most occasions the original applicant was our primary contact.
The overall project for which the participants were recruited aimed to study smart home user experience. In this paper, we focus specifically on how the participants managed their cyber-physical smart home system in terms of maintaining it, handling errors, and tracking and correcting any perceived system faults over time, as they were getting used to the system and slowly incorporating it into their everyday lives.
The System Provided to Households
The system 1 used in our study was a commercially available off-the-shelf system, which incorporated a range of features common in DIY smart home products. The system was based on Zwave and relied on a coordinating hardware gateway that managed the connection for remote access and data upload. Measurements and rule sets were both uploaded into the vendor's cloud, which allowed for complete remote control of the system. At the same time, the local gateway also stored the program logic in order to achieve independence from internet connectivity. The internet connection was only necessary when users wanted to change the systems' configuration. The system's ecosystem offered a variety of sensors and actuators from which households could choose freely (this was covered by the project budget). Overall, the households selected 14 room thermostats, 31 radiator thermostats, 14 motion and brightness detectors, 29 door-/window contacts sensing open or closed states, 45 smart plugs for measuring electricity consumption and switching appliances, 6 remote controls, 11 freely-positionable switches supporting two or four different positions, and 10 smoke detectors. The chosen devices varied slightly according to the perceived use cases, with some households focusing on security (movement detection and door-/windows sensors), and others favoring comfort or energy monitoring with thermostats, brightness sensors and smart plugs. Due to the systems' flexible plug-and-play adaptability and extendibility, the households were also able to include further sensors, e.g., for implementing new use cases that emerged over the course of the study. This typically happened when participants realized new possibilities or learned about other households' setups. Within budget limitations, some of the additional devices were provided by the researchers. However, others were also bought by the households themselves, such as cheaper thirdparty sensors with the same capability as those originally offered, smart LED lamps, and networked weather stations. In terms of software control, the system supported the setup of automated rules in an if-this-then-that style. Additionally, "scenes" enabled the definition of certain states for multiple actors. For example, a "Watching a movie" scene could be instantiated such that several lights would be dimmed or set to a predefined desired state and a smart plug could switch on all the necessary entertainment devices. In a third component, groups of multiple devices could be defined, for example all of the sensors in a room could be grouped together.
For visualization, the system used a dashboard approach for both native applications (iOS and Android) and a web-based interface. As well as being able to check and control all system devices with independent widgets, the dashboard also included a local weather widget and a text-based home-log widget. The latter listed all changes in a sensor's state and triggers (motion detection, on/off for smart plugs, windows/doors opened/closed, etc.) and general information on the system state (re-/boot of the system, dis-/connection to the internet, updates, etc.) over the previous 48 hours.
As these interfaces were part of the vendor's product, we were not allowed or able to modify them. Therefore, all data collected by the gateway was exported to a local Raspberry Pi and sent to a custom open source visualization framework based on open.HOME (see Fig. 1 ). This framework enabled us to use web technologies (Javascript, HTML, CSS) to freely design alternative interfaces using the data provided by the smart home systems' middleware. In addition, when we began collecting data from the gateway, we found that it was collecting much more data than the commercial frontend was using. This, then, provided us with even more flexibility in reacting to user demands. The open.HOME framework was itself developed on the basis of user demands we had identified at the beginning of the study. It was therefore made available to the households after about 13 months. While both interfaces remained active, once it was available, open.HOME was used more frequently by the participants. 
Research Activities on Smart Home Awareness
As described above, the work described here formed part of a three-year project that generally sought to identify and tackle user experiences of DIY smart home platform systems. For the early stages of the research, smart home system awareness was not a particular focus. However, over time it became clear (and more specifically during the course of two rounds of interviews) that users often struggled with understanding the system's behavior as well as what its potential might be. The main part of this paper focuses on presenting findings from a set of research activities that we explicitly developed to uncover instances of people trying to understand and keep on top of what their smart home system was doing, together with our design of the supporting visualizations (see Fig. 1 ). Following the design case study approach described by Wulf [100] , we first sought to gain an understanding of the phenomenon of coping with the smart home in general. Participants' challenges were then successively identified from our empirical work, leading to the iterative development and testing of prototype interfaces for smart home interaction in the living lab's real-world environment, with the goal of supporting users in their everyday life within their smart home. With each analysis of the empirical data iteratively informing the design of the following phase, we were able to ground the research and take into account the participants' evolving practices (see Fig. 2 ). We thus progressively focused on: (a) exploring the information demands of novice users; and (b) understanding the patterns of use exhibited once participants became more experienced.
Exploring the Information Demands of Novice Smart Home Users:
To gain a contextual understanding of what households planned to use or actually used the system for, during the first phase of the study, we conducted two rounds of semi-structured interviews with all of the households and observed the process of system installation. The first interview was conducted before the smart home system was rolled out, with the intention of exploring participants' initial wishes and their anticipated use of the system. The participating households were invited to talk generally about their interest in smart homes and envisioned use cases for the smart home technology. They then chose the sensors and actuators they wanted to use in their smart home setup.
Shortly afterwards, we observed the participants installing the system in their homes either directly (n=6) or through video self-documentation (n=6). To support this process, and as a means of maintaining a close connection with the households and being able to collect feedback in-situ, a mobile feedback app was provided to each household and a mobile instant messaging group for interaction between the households and for exchanges with the researchers was instantiated.
After four months of living with the smart home system, a second round of interviews focused on having the participants reflect on the system's performance so far and on how the system had been embedded into their daily lives. This initial round of empirical work motivated the design of an awareness widget for the smart home, which was subsequently rolled out and evaluated.
3.3.2 Prototype Evaluation and Understanding the System Awareness of Experienced Users. For the second part of the study, we used the open.HOME visualization framework to prototype system status visualizations with the participants. This was mainly aimed at flexibly supporting the use cases participants envisioned. We conducted three main interventions in the households, which are described next.
Having analyzed the empirical data from the first two rounds of interviews, the feedback tool and informal discussions in the messaging groups and from informal meetups with households, we started to focus on the system's intelligibility for the users and the role this played in users' efforts to maintain their system, thus narrowing our broad initial research questions about 'user awareness.' In conjunction, we rolled out a visualization tool to support users in understanding system (mis-)behavior.
Six months after rollout of the initial awareness widget, we conducted a four-week diary study in order to get a better picture of evolving practices. Informed by cultural probe approaches [38] , we asked participants to write a digital diary about when they interacted with the system for maintenance or troubleshooting. Again, we focused on information demands and instances in which households sought information about what was going on with their smart home system. To provide some basic guidance, we formulated questions that might be answered in this diary, targeting both satisfied and dissatisfied information demands. For example, we asked, what households wanted to know about their smart home, how they tried to obtain the information demanded and whether they were successful.
After the diary study, we conducted two co-design workshops in which we asked participants to reflect on their most significant information demands, as suggested by the collected data, and on their strategies for interacting with the smart home system to satisfy those demands.
The first workshop was divided into three phases: First, we asked households to share and discuss their views regarding the system's potential for clearly conveying its behavior via feedback widgets. We asked for their views upon both the original commercial solution and our self-developed widget in this regard. Secondly, we encouraged the participants to envisage a solution that would best address their need for monitoring and control without considering any technological restrictions, i.e., we wanted them to start with a "blank slate". Finally, in the third phase, critique and dreams were brought together to find realizable solutions. This approach enabled us to follow a two-fold strategy: (1) Collecting input for improving the existing system awareness widget, and (2) providing scope for the potential evolution of the participants' demands for system awareness, as they became more sophisticated users of the technology i.e. further appropriated it.
The second workshop followed a similar structure in order to further explore new ways for providing system awareness brought up in the previous workshop. We presented a second version of the awareness widget we had developed, based on user input and asked the group to discuss its advantages and disadvantages. In a second part of the workshop, we more specifically focused on feedback regarding new channels for providing system awareness, both within and outside the open.HOME system. The options here included a PC, a tablet, a smartphone, or any kind of ambient display. We provided printed templates for smartphones and for a PC browser view of open.HOME with blank pages. The participants were given markers and asked to scribble onto them their preferred enhancements to the existing system.
3.3.3 Data Analysis. All interviews, workshops and on-site interviews were audio-recorded and transcribed for later analysis. The analysis drew upon the transcripts and upon written feedback from the diary study. These documents were processed individually by two members of the research team using thematic analysis with an inductive coding process [11] .
In our analysis, we were particularly looking for instances of system information-seeking, the reasons for this, how the system feedback was used and any relationship between these aspects. We found that barriers relating to debugging the system and the need for adaptive feedback to meet individual requirements were the most common issues raised. All empirical data was translated from German into English by the authors after analysis.
FINDINGS: WHAT, WHY AND HOW IS MY SYSTEM DOING (THAT)?
We have organized our findings around practices of obtaining and maintaining system awareness according to whether it was (1) novice users using the default visualization provided by the vendor, or (2) more experienced smart home users in the later phases of appropriation using the open.HOME dashboard. The first part is fueled by the thematic analysis of the two interview studies, while the latter is based on the diary study and both design workshops.
The Need for System Awareness among Novice Smart Home Users
The findings described in this section are based on our analysis of the interview data and articulate the main themes we uncovered regarding the use of the system awareness tools provided.
4.1.1 The Need for System Awareness and Lack of Feedback Mechanisms. In our field studies, we quickly identified a difference between system awareness and home awareness among participants. On the one hand, the home log (see Fig. 3 ) was used to support awareness of the home as a place, as it was the only interface that showed all events the system sensed or triggered. The need for this was mentioned in the very first interviews, even before the system had been rolled out. For example, a participant stated: "I would love to maybe be able to take a look into my house remotely, to see if everything is in order."
Such check-ups on the home were unspecific with regards to purpose, but spanned across multiple use cases and were common to smart home products in general. So, participants looked at the energy consumption of devices or of the overall home, monitored the home's security and checked the temperature in certain rooms to ensure comfort throughout the smart home.
However, after the installation and initial configuration activities, many users still felt uneasy about the system and whether they could trust its performance. Fearing unintended system behavior or that they might have somehow configured it incorrectly, they wanted to understand what the system was doing and assess whether it was behaving as intended. One participant checked whether the smart thermostat's heating behavior was accurate. The household had defined timespans in which they were not at home or sleeping, during which time the living room thermostat could be turned down:
"I checked the system to see if something had failed, like my heating control at the beginning?" This example is fairly typical. When it was difficult to follow the system's activities from observing sensor and actuation behavior, participants turned to the home log to check whether triggers and rules had been executed successfully. The absence of overt feedback channels led to an awareness gap amongst the users. Uncertainty and a general lack of confidence in their own configuration skills and the reliability of system performance went so far that one household decided to double check the effects of their remote commands via an installed IP camera:
"[When we were on vacation] we sometimes [remotely] switched on the light in the hallway. [...] Then I simply used my smartphone and switched it on and in doubt, I double checked with the camera whether it actually was turned on."
We also found other less common strategies for acquiring system feedback, highlighting that households sometimes sought to establish their own feedback channels in the absence of suitable pre-defined mechanisms. One household, for example, set up a rule so that an email would be sent whenever a door contact was triggered. This was not for security reasons, but rather to check whether the system was accurately sensing events. An important contributor to the uncertainty here was that the remote control functionality lacked feedback mechanisms, so households were not always sure a desired action had actually been performed by the system. 4.1.2 Limitations of the Default Home Log: Clutter, Unprocessed Raw Data and Limited History. During the initial phase of installing and configuring the smart home, households used the home log ( Fig. 3) provided by the commercial vendor as a feedback channel for testing their configurations. For instance, they experimented with the sensitivity of brightness sensors in order to understand how to set thresholds for switching on lights. This pattern of trial-and-error configuration was evident across all households and resulted in rather unsatisfying and lengthy setup sessions for some participants. In particular, the home log's long and unfilterable list of events hampered their ability to gain an overview. This is in line with Lim et al.'s findings regarding system transparency [58] .
The lack of overview provided by the default home log widget also severely limited the possibility of finding patterns in observed system failures. Participants struggled to identify rule correlations because only single sensor events were shown. A combination of insufficient means for understanding system behavior and perceived poor system performance in terms of rules not being triggered or commands not getting through even resulted in some users ceasing to use certain use cases:
"We still haven't figured this out, [why the rules for controlling the light sometimes go mad]. It sometimes remained on, sometimes it switched off just to switch on again, so that we found the lights on in the morning."
In all likelihood, the smart home was performing actions based on triggers defined by the users. However, the lack of transparency regarding system behavior made it difficult to identify what exactly triggered the lights to turn on or off. Participants expressed a strong sense of the system behaving like a 'black box. ' When users wanted to regularly monitor the system's status and behavior, the embedded limitation of only showing 72 hours of recorded events seriously limited participants' ability to make sense of events. As a result, navigating to specific points in time in the log was burdensome or impossible. This is reflected in how one participant described what happened when he tried to check on the system while the family was on vacation:
"You can basically forget the smart home diary log. Because with a history limited to the day before yesterday, this is totally uninteresting."
Overall, then, as we have intimated, a limited history hindered participants in making sense of patterns of events as patterns were removed after 72 hours.
4.1.3 Privacy Considerations. Despite its shortcomings, the way in which the home log visualization brought together information from all installed sensors facilitated an awareness of possible privacy implications. The following household reported checking the home log and noticing that by interpreting the motion record and door-opening sensors, third parties would be able to infer presence and patterns of entering and leaving the home:
"After looking at the home log, I realized what information the smart home collected. Especially, in terms of motion profiles, because these are safety-critical information." Overall, however, data being transferred to the vendor's cloud backend was not considered to be a critical issue by the majority of participants. We had not explicitly brought up the topic of privacy but it is notable that households typically did not volunteer many concerns about privacy implications. There were, however, a few While he did not worry about the data in general, he admitted to not having any means for actually checking what data was being collected and transferred and felt it would be better if he could control the flow of data.
4.1.4 Initial Guidelines. Overall, the relatively simple log system was found to be an important factor in households being able to maintain control of the smart home system and it loomed large in establishing and maintaining a sense of system reliability, as well as their own ability to handle and configure it.
Based on our exploration phase, we defined the following design considerations for an improved log widget, which are reflected in our co-designed awareness widget (see Fig. 4 ). While some of these guidelines merely reflect general design considerations, others highlight the importance of relating the operation of the widget to existing practices in order to demonstrate how the smart home was either integrating or interfering with the household ecosystem:
 Consider levels of detail required: Trust in the system was a major concern for users and getting used to the remote control of devices in the home was not always easy. To support transparency, we found that households wanted more detail regarding automatically triggered rules, user-triggered commands and system events. Right from the start, our first prototype enabled users to see the complete history of their logs. In addition, participants were not looking for a reduced information load. Instead, when they wanted to understand the system's behavior they wanted full details about past statuses and the performance of their smart home. In the re-designed widget, next to an overview, a tooltip was provided for each sensor event, showing the exact time and value set for the component.
 Use time as a structure: As a counterpart to detail, time was a structuring metaphor in our improved design. In the exploration phase, we observed that many rules were triggered by time, brightness and movement (with about 40% of all events occurring regularly [24] ). We therefore used one day as the default timespan for viewing all system data at once. A zoom-function also allowed for detailed views.
 Present home activities instead of raw data: To cope with existing and increasing amounts of data, we provided levels of abstraction and contextual cues that were meaningful to households. Next to providing the triggering ("if this") sensor state and the executed action ("then that"), or the initiated singular actions when triggering a defined scene, we directly included the rules and scenes into the awareness widget. The goal was to prevent reported situations in which sensor events (e.g., movement sensors) jammed the home log with a plethora of events. To reduce clutter, movement detected in frequent intervals was interpreted as an ongoing movement activity detected by the sensor, which we represented with one starting point and an end point.
 Longer-term data availability: Households wanted to check past system status at a glance, e.g., for debugging purposes. However, the existing text-based feedback solution did not allow them to check easily whether rules were executed, e.g., whether a window had been open or closed at a certain point in time, as only the change event itself was included in the log. What the participants really wanted was to be able to watch the system status and its change. As further support in this regard, we moved to having statuses such as windows being open or switches being on displayed as a continual line graph, with no graph if they were closed /off. Similarly, varying thermostat values were represented through vertical variation in a line graph (the higher the temperature, the higher the respective line graph).
Evolving Demands for System Awareness
Based on our findings in the first phase, we designed an initial, more flexible and visual home-log which was introduced as part of the rollout of the open.HOME framework (see Fig. 4 ). Once introduced, participants could add and remove the widget from the dashboards' home screen, as well as adjust its size and position. After the participants had used the new interface for four weeks, we conducted a third round of interviews, followed by the diary study and the two workshops. The results showed that the system needed to provide different kinds of feedback views, depending on the kind of information request they had. We also found that participants' information practices had shifted significantly. Once they had reached a stable configuration for their smart home, users were more interested in ambient feedback than in detailed logs and minimal information on system status. The first effects of installing and needing to configure the system started to wear off after between a couple of weeks and three months, depending on the technological experience of the households. Whenever the system was changed in terms of either software or hardware, however, there were renewed demands for greater levels of system feedback in subsequent weeks while people kept monitoring whether the new configuration was working as desired. After three months there were 1,394 page visits to the interface (70% from desktops, 24% from smartphones, 6% from tablet PCs). The wearing off of need was demonstrated in particular by the fact that during the initial two weeks, the average visit duration was significantly longer than it was later on. Overall, 60% of all visits lasted less than ten seconds, while 28% were longer than three minutes.
Tailoring System Feedback to the Demands at Hand.
Further evaluating the open.HOME widget, we found that, along with a decreased use of the dashboard, detailed information regarding system conditions and behavior was less important to the users. Instead, they wanted more detailed interfaces to be available on demand, matching observations originally made by Shneiderman [80] . Over time, households got used to the system and were able to understand and explain things, i.e., develop an account for its behavior for themselves. This evolution in their information demands was not only influenced by their increasing expertise in handling the system and the stability of configuration, it also related to the number of components being used. At the beginning of the study users started out with about ten components. Participants added more components if and when they had an interest or saw the need. Some households ended up with more than 30 installed components. In cases where households had a large number of sensors, participants tended to feel overwhelmed by the amount of information available on the dashboard and feared losing an overall sense of what was going on. "However, the more [components] I add, the bigger is the danger of an overload on my end, and the important information just [slips by]."
In order to help participants retain an overview yet still be able to focus on specific informational needs as they arose, we added a simple filtering mechanism, so that on demand the visualization would only show specific sensors and events of interest (see Fig. 4 where the "ball lamp" device has been excluded from the graph).
Management by Exception.
While in the earlier part of the study participants were looking for very detailed and varied information regarding the system's status, in the period leading up to the diary study this had changed and diminished. The two workshops towards the end were designed to allow participants to express and explore new ways of acquiring system awareness apart from the widget. Here, we found that, once users had mastered the system, they wanted the interface's content to change in significant ways: "I know in the beginning I was a great advocate of information. In this later stage of the study, participants were only interested in receiving smart home system information if something was not working, needed their attention, or required active maintenance. Examples include changing batteries or re-connecting components that had lost contact with the central gateway. Households now expressed interest in a distinct, aggregated view relating to their routine behavior. They wanted the system to be able to learn about the household's routines and thus detect when something was not working as expected. Put simply, incongruities with household rhythms defined awareness needs to a significant extent and sometimes that meant there was no desire for additional information at all. : "I don't want to know things in depth. Except for when something is wrong. [...] If I am coming home and the system is fine, just the way I want it, there is nothing I need to know." Some households reported that instead of using the open.HOME interface their awareness of system status was now provided for implicitly by observing whether the system acted as desired. To help participants avoid unexpected malfunctions and breakdowns of the system, we aimed to provide households with new means of acquiring system awareness. During the workshops, we let participants draw what they would consider their 'perfect' awareness widget and found that they focused exclusively on warnings and notifications. In its purest form, one participant drew a very high-level, binary status icon into the top bar of their smartphone so that they could always see whether there was an issue with the smart home system requiring their attention (see Fig. 5 ). They only wanted to use the full-scale widget if they needed to dig deeper.
While the open.HOME awareness widget was considered helpful, at this stage they considered it too complex for ordinary regular monitoring. Feedback on the system condition was only required if something was clearly wrong, e.g., system breakdowns or deviation from the home's "normal" state.
"Well, a green dot would be enough for me, and if something was weird, it would just turn red." Fig. 4 . The co-designed system awareness widget for the web-dashboard, with a tooltip and the possibility of deactivating sensors (here the sensor "ball lamp" is currently removed from the graph).
Participants expected the smart home system to 'know' what counted as normal and thus be able to report deviations. For example, room temperature was deemed irrelevant as long as it did not differ from the desired, i.e., defined or usual, temperature. Similarly, the state of electronic devices was typically found uninteresting, except for when a programmed rule failed to execute. This stands in sharp contrast to the initial behavior, when constant double-checking of the execution of commands was typical (e.g., via an IP camera). Equally, motion sensor activity was only considered important if it was outside of usual or expected periods of activity. The only cases in which households wanted information unconditionally, was when batteries were running low or rules had not been triggered automatically.
Embedding Feedback in Everyday Life.
With households getting used to their smart home and having more stable configurations, interaction with the rule editor and the dashboard decreased and it was found to be mostly unnecessary. In the workshops, the households expressed the view that they would not use the home widget regularly because it was not the kind of interface they needed for daily use. While they did still feel that the existing feedback widget would be useful on occasion, providing an actual desktop or mobile interface seemed to be beyond what was required for everyday access. Instead, the households wanted system feedback to be more embedded into their everyday lives. During a workshop imagination phase, one participant expressed this view quite clearly: While not all of the participants were comfortable using voice assistants, the embedding of the technology in the fabric of everyday life with no overt presence was considered crucial by all of them. Suggested solutions largely focused on technologies that were already being used in daily activities, such as smartphone push notifications or a widget on the phone's home screen, or having a dedicated ambient display in the kitchen or the hallway that could just display system conditions, thus enabling the noticing of errors in passing (Fig. 6) . There was still an interest in supervising the system state, but at this stage of appropriation participants wanted this information to be unobtrusively embedded into the flow of their everyday life. Even push notifications were seen as a potentially problematic form of system feedback in terms of possible information overload:
"Well you have to see that you receive push notifications not only from your [smart home] system, you maybe have other things doing that, too. And then there is the topic of information overload -you might end up overlooking a notification or misjudge it."
As a result, participants quickly imagined a classification of urgent messages that should be pushed and others that should not interrupt or distract users from what they were doing. Ambient displays and voice assistants were also criticized because of their privacy implications. System feedback information needed some security they argued. At the very least safety-or privacy-critical information should not be just available to people passing by or visitors:
"Security-relevant stuff of course should not be visible there. Alternatively, they should somehow be secured."
Overall, in the workshop, users expressed a preference for staggered interaction. One should be made aware of a possible issue via a push notification on a smartphone. There would then be a status light or ambient display that indicated the status more concretely. After this, it would be possible to dig deeper into things using the home awareness widget on the same device.
DISCUSSION
With smart home systems entering households, we have another case where systems and, in this case, cyberphysical systems, are in the hands of users who might not know a lot about, or even be interested in handling technology. In particular, smart homes that are not installed professionally make the user the system's administrator. In this regard, our study provides insights into how to design for DIY smart home awareness beyond building rule systems and understanding their hierarchies [12, 25, 97] . We argue that more attention needs to be paid to exactly what it is that users want and need to be aware of, when, and why (see [68] ) and in which stage of appropriation. This will entail presenting smart home hardware components and logic in an intelligible fashion, such that users can understand "the story a system tells about itself" [27] . [20] ).
We find that, besides supporting installation and configuration, as well as information visualization that enables people to pursue the use cases made possible by smart home technology, the system's ability to make its own actions and status available and accessible was an important factor in people's acceptance of this technology within their home. Over time, and especially in situations of breakdown and (re-)configuration, we found that participants required their system to provide information about itself [28] in order to increase its accountability [7] and credibility [35] .
In this section, we discuss our main findings by relating them to existing work and describing the limitations of our study.
Limitations
It could be argued, that some of the challenges that confronted our households were specifically related to the products and the smart home system we chose to use. Having described the system in 3.1, however, we feel it is fairly in line with the dominant form taken by DIY smart homes, from both a technological and interface perspective. Moreover, our study does not merely provide insights regarding the challenges that participants faced, but rather focuses upon their information requirements with respect to the status of their home's system. Dashboards and if-this-then-that rule definition mechanisms are, of course, already common features and we assert no originality in relation to our visualization techniques. Additionally, the rollout of the awareness widget did not consider seasonal differences or summer vacations and -due to the nature of our study -could not be tested during the setup phase. Although our workshops revealed that voice feedback and routine patterns for aggregating system views were promising, technological restrictions meant that we were unable to implement them in our study.
Additionally, the study did not take into account possibly conflicting voices or information needs among household members. Other studies, less geared to the building of new interfaces, have certainly shown that such needs, and their management, vary considerably from family member to family member [70, 71, 90] . Our study was not so much concerned with these issues, but we recognize that our method might not have been suited to getting an understanding of the implications 'gatekeeping' functions may bring to family life. Participants were not paid for participation and it is conceivable that participants were biased in so far as they may have been generally positive towards technology or the specific product. We think this unlikely. A relatively small sample of households cannot be representative of all possible household variations but we initially sought to only include households interested in having a smart home system for the reason that they would be more likely to continue to participate throughout. We then took care to recruit a mix of tech-enthusiasts and regular users.
During our research, we built several working prototypes for a web-based visualization framework presented in the paper (shown in Fig. 1 as part of the dashboard, and Fig. 4 in detail) . This helped us, testing out the need for certain kinds of awareness tools and how they evolved over time. However, we did not build a working prototype implementing the final set of features we identified mainly for technical reasons: As described, we were not able to deduce routines from existing log files, and thus were unable to include activities in the visualization. Moreover, with the smart home product in place, our prototype was unable to access rules as defined via the system to appropriately reflect them. We believe, however, that Fig. 4 gives a good notion of our implementation of the design guidelines already. Finally, since our research was qualitative in nature, this study should only be taken as a starting point for further evaluation of our suggested design implications.
Drivers of Acceptance and System Usability

Making the System
Intelligible by Relating it to Routines. During the initial months of living with the smart home system, in which participants wanted to configure it and set up specific use cases, all of the households sought on specific occasions ways of acquiring system feedback regarding its current or past state to check its performance and activity. The commercial system we rolled out made it difficult to accomplish this. The natural rhythms of the household affected what it was that people wanted to monitor. Whether or not system states were of interest depended on the time of day, the quality of available light and on the kinds of movement in the household at that time [16] . Data became usable in and through households' understanding of the relationship between the system state and their household and environmental rhythms. In turn, this implied that, one day as a standard view on data was the quasi-natural interval for households.
We also found that participants sometimes wanted to be able to see all of the data the smart home was collecting; either for debugging or privacy reasons [54] . Again, existing systems typically have limited selfexplication capabilities, which are often restricted to triggered rules or sensed events of limited intelligibility.
In our study, households sometimes came up with several aggregations of single events that they perceived to provide meaningful guidance in a log. For instance, they discovered that rules can be an aggregate of triggers and events, as can be the logging of triggered scenes. However, as noted above, another important way of aggregating data in a meaningful manner was predicated on people's own routines and rhythms. The smart home, we argue, should detect existing daily patterns and activities on its own and inform users about relevant deviations from typical patterns and routine behavior. Some of the participating households had more than 40 sensors, so inferring what is 'routine' in such a complex ecosystem might be a non-trivial problem. However, there are reasons to think it might be feasible [51] .
In addition, users need effective, intelligible ways of assessing the system's state and its performance. Often our participants wanted to move beyond specific system events. Instead, they wanted to have a more holistic overview of the status of sensors and/or actuators, now or at any time in the past. Textual logs render this kind of information more or less invisible, because only state-changing events are recorded in the log. The system's holistic state at any specific point in time was therefore very difficult to grasp. Yet at the same time, sensors with high measurement fidelity, such as motion detectors, could jam the home log with largely redundant detail, drowning out events from other sensors or devices. Our solution was to batch proximate events and assign the assembled body a status with a start and end point so that a coherent overview of the system could be maintained, which reduced clutter and helped users identify the information relevant for the demand at hand. Nonetheless, we see that clustering and reducing data points for the sake of usability and user experience will have to be used with care so as to not remove information critical to the user.
Practical Guidelines for
Conveying the State of the Smart Home. Some of our findings are well-aligned with well-known information visualization principles, such as providing an overview first and detail on demand [80] . However, our study underlines the need for designing such an overview from a user's perspective. What are the important aggregations, and what is this 'detail' to be provided by the system in drill-down cases? Instead of simply providing all raw-data on demand, we identified fine distinctions according to different use cases, where specific granularities of data were required such that too much detail could actually be counterproductive. It is one thing to identify some general principles of visualization in relation to overview versus detail, it is quite another to show what kind of information is needed both generally and according to some specific moment of use. We found in our study that certain kinds of aggregation are more important than others and at different times. In the following we provide some practical guidance regarding how to manage the tradeoff between detailed views and aggregations and how to provide data structure in ways that will support system intelligibility:
 Times, days and repetitive patterns provide structure: Generally speaking, time is a meaningful cue for supporting people in reasoning about and making use of data [60] . One day as a standard view on data, on the evidence of our participants' stated preferences, was a quasi-natural interval for households seeking to investigate the household log. Furthermore, we observed that many automated actions that participants programmed were also triggered by the time of day, for instance brightness and movement is typically attached to regular diurnal patterns. This has already been discussed to some extent within the literature [24] .
 Routines and activities are guiding anchors: Even with a general grouping of system logs into days, 24 hours may still hold a substantial amount of very detailed information. A way of aggregating this data in order to support users in sense-making is according to their existing routines. Smart homes should automatically detect existing daily patterns and activities and inform users about any deviations. Routine activities have familiar organizational properties that people orient to easily and are often referred to in assessments of system behavior already, so this is a structure that can be readily exploited.
 Groupings and aggregations should replace single events: As a countermeasure for coping with complexity and the sheer amount of data created in smart homes, our households came up with several aggregations of single events that they saw as providing more meaningful guidance in a log. The rules that households created in their systems could be seen to be an aggregate of triggers and events; assuming that a rule worked, and single events subsumed within it could be hidden.
 Continually provide information about the state of the system: In a textual log, sensor states are invisible and can only be inferred from switching events generated as a log entry. Contextual information about sensor states, however, was important to households in order to be able to quickly grasp the overall system status, especially for events more than a few hours old. In that case, the system, we suggest, should also provide sensor state for any time in the past. 5.2.3 Appropriation and the Control of One's Life, not Technology. After very active use of the provided interfaces at the start, our households began to get used to the smart home system. As time went by, we found that their information demands shifted significantly. The smart home system became more of background feature in their homes; it became embedded in their environment. While the rate at which this evolution in needs occurred varied among households, the trend could be identified after a few months of use. As smart home use became more routinized, information needs changed. This change can be explained in part by how the technology had been appropriated into the home's infrastructure. The system had moved from being a shiny new gadget to being part of the home's infrastructure. It was no longer being oriented to as a primarily technical object but as a social object that had become part of the social organization of the home and thus had to be accountable for its actions [10] .
Phenomenological research has previously examined how practices have been transformed and established after the introduction of new technology [83] . This line of research originates in the domain of computer supported collaborative work, where Pipek [69] found that detailed information demands are typically only needed in the case of a breakdown in existing practices. In addition to this, Draxler and Stevens [28] have shown that the discovery and pursuit of new possibilities for using a technology also often creates a need for new information. Once the technology and its use has been integrated into the daily routine, however, it tends to move to the background, configurations become relatively stable, and information demands tend to decrease [13] . This does not mean they disappear. We found that participants' feedback demands evolved in two ways: 1) The required information was scaled down to the minimum of only wanting to know when something went wrong; and 2) the information participants sought tended to be embedded in daily routines. Here, the use of other devices for providing information such as ambient displays, has already been suggested for smart homes [16, 60] . While participants still valued gaining feedback in general, they wanted to be informed without having to explicitly access the system, but also did not want to be inundated with notifications. In this regard, we agree with Davidoff et al. [23] that users ultimately do not seek control over their technology but rather control of their lives. As a consequence, more straightforward factual or rapid feedback was demanded. These are known features of ambient pervasive systems where the point is to demand low cognitive load [39] . Whilst not seeking to persuade as such, inspiration might be drawn from the design of such ambient systems. Having seen the diversity of feedback demands, we argue that what and how much information is provided to the user should be negotiated with or decided by the users themselves. Whatever the precise mechanism chosen, for certain aspects, such as necessary maintenance, the system should provide a visual alarm on a device, with opportunities for users to dig deeper into the system status on demand.
Designing System Awareness with End-User Development
Given the highly contextual nature of feedback demands, and their evolving nature over relatively long periods of time, we argue that just how much and what information should be made visible should be up to the user. We suggest it is useful to look at EUD mechanisms for keeping users in charge and control of smart and connected systems, while still providing automation. With the complexity of everyday life hindering pattern recognition and machine learning algorithms that might foster automation, the most viable route for research would seem to involve engaging people in the control of devices. While we saw that the system was accepted as part of the home after a few months of use, breakdowns called for manual control and the means to make adaptions on the fly. From our study, we identified two main open research questions for smart home and IoT devices in general:
1. We found an abiding concern with the recognition of system error or inadequate functioning. Whereas pattern recognition is understood to be able to identify recurring sensor and trigger sequences [44, 86] , ascribing meaning to such events and mapping them to activities is a complex process, which might require incorporating socially contextual information provided by inhabitants, especially in multioccupant environments [8] . Here, EUD can provide tools to make individual collections of triggers or to assign them to meaningful activities in the home. Alarms on dedicated ambient displays or smartphones would provide a trigger for further interrogation of the system status. In this regard, EUD should also take into account the possibility of extending and tailoring visualizations on different devices, such as mobile and ambient displays [56] to convey errors and system intelligibility. 2. Where networked (not only smart home) systems touch upon safety-critical aspects, such as electrical systems, ovens or door-locks, not only practical but also legal questions of responsibility may arise in the case of malfunction. In terms of designing and tailoring system feedback, we therefore also see points of intersection with the law and the design of usable security mechanisms that relevant for EUD [77] . Future work should investigate the relationship between the tailorability of system feedback provided by EUD features and the responsibility of smart device vendors for highlighting malfunctions.
With users possibly not caring about or not understanding much of what is said about information security [14, 81] , the design of risk assessment tools for individuals should also be explored, similar to existing programs of research in organizational contexts [75] .
Privacy in Multi-User IoT Environments
We found that participants wanted, in principal, to be able to see all of the data collected in the smart home; not least for privacy reasons [54] . Therefore, smart home systems should not be restricted in their self-information capability, but should be designed in such a way that the information provided will reflect specific demands. As we have seen, data being transferred to a vendor's cloud backend was not considered to be a critical issue by the majority of our participants and none reported a reluctance to use features for security or privacy reasons. As Crabtree et al. [21] have argued before regarding the contextuality of privacy concerns, without bringing up the topic of privacy ourselves, households typically did not talk about privacy implications very much. Looking down the road for designing privacy in multi-user environments, and especially the home, which is the private place in modern western societies, we identified two major themes to address:
First, there may well be a significant difference between privacy concerns as expressed by 'experts', including official agencies, and those expressed by our participants. It would be wrong to simply assume that this gap can be explained by user ignorance. We did see participants conducting some kind of boundary regulation towards the networked data [4, 67] , Finding that they struggled to do so, our study points towards the fact that users care about processed information rather than raw data, because they want to make sense of and apply their assessment of the relevance of data to home privacy in a contextual manner. Providing data type (image, text, different kinds of sensors, e.g. movement detection), intervals of disclosure (real time vs. any kind of higher interval) is typically obligatory by law and our households needed this basic information, too. In addition, however, when trying to make sense of data, they were trying to relate data to activities in and around the home, especially taking the perspective of "What can others get to know about me from the data to be disclosed?"
Reasoning about privacy implications, our households commonly tried to manage their "attack surface" [21] by using abstractions from raw data to identify potential conflicts with privacy demands. To put it another way, we need a better understanding of exactly what kinds of privacy demands are being made, in what circumstances, by whom, and why.
While privacy guidelines and law (such as the European General Data Protection Regulation [88] ) frequently call for designing data disclosure "transparently" such that data practices are highlighted to users, how to actually design for such transparency in IoT environments is especially challenging for several reasons. IoT environments, such as smart home products, are invariably equipped with sensors, which constantly produce data. Moreover, the space of potential use for this data is rather abstract and the implications for privacy are not clear from the disclosure of one data item, but rather from the constant stream of data and its triangulation with other data sources and/or analysis by big data algorithms. Users, as we have argued, are keen to be able to make sense of the potential threat. They are not concerned with privacy as such, but are concerned with their lack of knowledge about the specific ways in which data use by others could feasibly constitute a problem for them. We see that a stronger emphasis on the possible implications of data disclosure could be a promising path to follow and that introducing usable privacy and security management for embedded and networked sensors or IoT devices would constitute a way forward. There is a particular need to rethink privacy in an IoT context because data disclosure often relies on a consumer's informed consent [e.g. 72] .
Secondly, smart sensors in the home do not only provide tools for surveillance for external parties, but also for family members. Although the family is often understood as a circle of trust and private in relation to the outside, within families there are (perhaps especially) certain privacy demands relating to individuals, too. While it could be argued that any family member could have access to the smart home backend, during appropriation we found that one household member often acted forcefully as a gatekeeper. Similarly, others [78, 93] have found primary, secondary and tertiary users. This resulted not only in that person being responsible for setting up and maintaining the system and its rules, which carries implications for familial power distribution, as Ur et al. reported in their study on networked door lock cameras [93] , but also in them having the opportunity to "spy" on their families remotely using sensor logs, or switching off and on lights, to play jokes on them. With regard to analysis, whilst our users did not anticipate potential privacy conflicts or raise them later on, they did want full access to system logs 'just in case'. These findings point to another challenge of smart home technology when it is being used by multiple users: What should users be able to see about each other's activities in the home and how can privacy demands be respected by designing adequate mechanisms, such as access control [84, 92] .
CONCLUSION
As Hurlburt et al. [42] have pointed out, with regard to the Internet of Things at large, "The amount of data will continue to grow exponentially, furthering the belief that we're increasingly swamped with raw data. The underlying question then becomes one of harnessing all of this data into something intelligible." (p57) Our point is that, whilst it may be operating on a smaller scale, there are obvious lessons in this for the monitoring of data in the home and its immediate environment as well. So, in the home, too, there is an ever-more pressing and significant need to make data intelligible. As our work has shown, the intelligibility of data, in turn, depends on the various and 'occasioned' uses for it over time. Our living lab-based design case study has identified different ways in which people demonstrate their need to be aware and to take heed of system information and, just as importantly, when they do not. Having systems that are capable of some form of self-declaration is clearly an important aspect of making DIY smart home systems work. We have shed light on the long-term evolution of information demands for maintaining system awareness and have derived, demonstrated and evaluated some initial design guidelines. When people take heed of system information it is because they have particular needs and these needs change according to circumstance. Supporting this requires rather more than the sum of rules, scenes and events, but does need effective visualizations, not only of current state, but also of past system states, to enable users to learn about system behavior over time. Moreover, meaningful aggregations for handling the amount of log data need to consider home routines and activities. This will help users understand and orient to aggregations as a feature of their everyday lives and will assist in the reconstruction of contextually useful information. We have also demonstrated how smart home system awareness evolves as users gain expertise and reach stable configurations of routine use over time. In particular, we identified a management by exception approach and outlined means to support it, emphasizing the need for embedding feedback in places where it can be encountered as an ordinary part of the daily routine. To sum up, then, our contribution lies in:
1. Recognizing that ever more complex arrays of sensors and other components will create new difficulties and hence new responses from users and that ways of handling this will evolve over time as new technologies are appropriated and embedded into everyday life. In order to understand this evolving use better, long-term approaches to the study of user behavior are necessary. We argue that the Living Lab approach facilitates this. 2. The long-term focus further allows for the recognition that users develop new skills and construct new relevancies in their use of smart home data and this has implications for the development of flexible and evolving forms of support. 3. These factors together, in turn, require a sophisticated approach to 'tailoring', one which we argue is best served by a focus on end user development. Such tailoring needs to reflect the different ways in which users, at different stages, will both monitor systems and actively engage in their reconfiguration. For future work, we seek to take a closer look at the potential of voice assistants to provide ambient system awareness. In this vein, with smart home systems increasingly allowing inclusion of third party hard-and software, we will also investigate the role of privacy in smart home system awareness. While privacy awareness already featured as a part of the study, the shift towards inclusion of third party elements will make managing privacy in the smart home an even more pressing issue in the near future.
